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Introduction
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This document describes how to create a VPN connection between the virtual COMBIVIS connect

adapter on the customers PC and a subnetwork, which is connected to a C6 HMI.

In this sample the LAN2 adapter is set to DHCP, the LAN1 and devices of the subnetwork got static IP-

addresses in the same area.

A setup is shown below:

User PC with CV

Connect VPN
Adapter

PLC/PC

Production-Network

—
LAN2 LAN1
192.168.24.24 192.168.210.186
172.17.131.55 255.255.255.0 255.255.255.0 192.168.210.187
255.255.252.0 255.255.955.0
Internet |
{COMBIVIS Connect
VPN Connection)
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Procedure

1. Open the COMBIVIS connect runtime on the C6 HMI and open the setting “VPN”

COMBIVIS connect runtime > Settings > VPN

= COMBIVIS connect © O[®
Options WM Sharing

Select the networks you want to reach by WM,

[ JLamz | Refresh |
|:|L.-“-‘-.I"~.|1

Apply

Install wirtual adapter

2. Mark the adapter (LAN1 or LAN2), the one you want to connect via VPN to the subnetwork,
click on ,Set IP* and insert the settings as needed. The settings will be saved after click on
“Apply” and a reboot of the device is mandatory.

COMBIVIS connect runtime > Settings > VPN

E=:1COMBIVIS connect © @ % @ [N EE |

Options L= Sharing Please, configure 'LAML' TCP/IP v4 settings. You can
configure rmultiple IPs.

Select the networks yvou want to reach by WPM, : :
[ ] obtain IP configuration from DHCP server

. | a2 Refresh P Mask
m Set IP 192,168.210.186 |} [£235.255.235.0 | acd
Default Gatewa
Install virtual adapter ]
Primary CHS Secondary CHS
| | | | [ Apely
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3. After the reboot, select the adapter you want to reach via VPN and apply the settings.

COMBIVIS connect runtime > Settings > VPN

C=Z1COMBIVIS connect © @ % ®
Dptions Sharing

Select the networks vou want 10 reach by YPN,

Log

Refresh
SetIP

il

Install virtual adapter

4. Connect to the C6 HMI via COMBIVIS Connect control center on your PC. Go to the screen
“vpn” and create a VPN-Connection by clicking on “Connect”.

COMBIVIS connect control center > Logged on to device > vpn

Lvon
— A A
MDEHQ-DWR3K32 Rounditrip time INWD42_C5_HMI_7Z_IP172.
17217.131.136 32 ms 172.17.131.17=

VPN Throughput

S: 605B/s R: 117 B/fs
Local network Target device 6 HMI 7Z 1P172.17.129.143's

192.168.210.178 192.168.210.186

192.168.210.0/255.255.255.0

WPN status Connected Disconnect

¥ | WPN Traffic details (Top 5)
v | Connection quality @

¥ /1P configuration
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Note: The VPN-Connection chooses the right IP-Address, if a device is connected to the used LAN-port.
If there is no device connected, the standard-IP-address-area 10.173.249.X will be used.

After creating a connection the COMBIVIS Connect VPN-adapter of the user PC will receive an IP
address, which lies in the area of the subnet- production-network.

5. To check if the connection and the VPN was successful, it’s possible to send a ping-command
to all devices of the production network from the user-PC.

User PC > Start > Run
BN CAWINDOWS\system32\cmd.exe

Microszoft Windows [Uersion 6.1.76611
Copyright (c?> 28A? Microsoft Corporation. Alle Rechte vorhehalten.

C:~Usersshiermann?ping 172.168.218.187

Ping wird ausgefithrt fiir 172.168.210.187 mit 32 Bytes Daten:
Antwort von 192_168.210.187: Bytes=32 Feit=183m=z TTL=64
t von 192 _168_.21A.187: Bytes=32 Feit=45ms TTL=64
t von 192_168_210.187: Bytes=32 Feit=44ms TTL=64 I
t von 192.168.210.187: Bytes=32 Zeit=4tms TTL=64

Ping—Statistik fir 192.168.210.18%7:
Pakete: Gesendet = 4, Empfangen = 4, Uerloren = @ !
@z Uerlusth.

Ca. Zeitangaben in Millizek.:

MHinimum = 44msz, Maximum = 1@3m=z,. Hittelwert = 59ms

C:*Uzersz biermann
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Disclaimer

KEB Automation KG reserves the right to change/adapt specifications and technical
data without prior notification. The safety and warning reference specified in this
manual is not exhaustive. Although the manual and the information contained in it is
made with care, KEB does not accept responsibility for misprint or other errors or
resulting damages. The marks and product names are trademarks or registered
trademarks of the respective title owners.

The information contained in the technical documentation, as well as any user-specific
advice in verbal or in written form are made to the best of our knowledge and
information about the application. However, they are considered for information only
without responsibility. This also applies to any violation of industrial property rights of a
third-party.

Inspection of our units in view of their suitability for the intended use must be done
generally by the user. Inspections are particular necessary, if changes are executed,
which serve for the further development or adaption of our products to the applications
(hardware, software or download lists). Inspections must be repeated completely, even
if only parts of hardware, software or download lists are modified.

Application and use of our units in the target products is outside of our control
and therefore lies exclusively in the area of responsibility of the user.

KEB Automation KG
SidstralRe 38 « D-32683 Barntrup
fon: +49 5263 401-0  fax: +49 5263 401-116
net: www.keb.de ¢ mail: info@keb.de
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